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[0010] 

[Detailed Description of the Preferred Embodiment] 

One preferred embodiment of the present invention will now be 
described with reference to the attached drawings. FIG. 1 is a block 
diagram of a centralized private mobile telephone system according to one 
embodiment of the present invention, which comprises a plurality of 
personal stations (PS) 1, a plurality of base stations (BS) 2, a control unit 
(WLM: Wireless Module) 3, an exchange (PBX: Private Branch 
Exchange) 4, a local maintenance terminal 5 and an infrared 
communication IrDA circuit 6 located between the local maintenance 
terminal 5 and the base stations BS. 
[0011] 

As previously described, the private mobile telephone PDC system 
can perform a remote control within the range of 5 meters since each of 
the base stations BS2 is placed on a ceiling or wall. Accordingly, this 
illustrated embodiment establishes the infrared communication IrDA 



circuit 6 by providing a port in each of the base stations BS2 ? the port 
being capable of performing the same infrared communication IrDA as in 
the PC used as the local maintenance terminal 5. If the wireless 
maintenance is to be conducted using the infrared communication IrDA 
circuit 6, however, the same problem in the security as in the prior art 
local maintenance terminal will occur. It is thus necessary to carry out an 
authentication process on start of communication. Therefore, this 
illustrated embodiment uses a protocol provided by partially changing the 
infrared communication IrDA protocol for establishing the normal data 
link. 
[0012] 

FIG. 2 shows an infrared data communication protocol according 
to this embodiment. The physical layer for infrared communication is of 
point to multipoint connection type that supports a transfer rate of 2400bps 
- 4Mbps and is based on HDLC using IrLAP (Infrared Link Access Point). 
Additionally, this system can provide a flow control protocol which is 
referred to as IrLMP (Infrared Link Management Protocol) or IrTP. As a 
result, this system can simultaneously run a plurality of modules and 
application programs. A single infrared link must be multiplexed to 
execute a plurality of applications at the same time. A section for 
providing this service is called a multiplexing section (MUX). MUX 
multiplexes the link provided by an IrLAP controller. Even if a plurality of 
functions are executed at the same time, thus, each of the applications can 
determine an identifier from the received MUX and deliver a message 
without its identifier to a receiving module or task. 
[0013] 

Since anyone can change the parameter of each of all the base 
stations BS under remote control as described, it is necessary to secure 
security. Thus, this embodiment secures the security by executing an 



authentication shown by the processing sequence of FIG. 3i on start of 
communication. In other words, the authentication is executed before the 
communication is initialized. This authentication is actuated by 
transmitting a communication start request signal from the PC side 
functioning as the local maintenance terminal 5 to each of the base stations 
BS2. As the base station BS2 receives the communication start request 
signal, it then outputs a communication start response signal and a starting 
code request signal toward the PC side. As the PC receives these signals, it 
then sends a starting code response signal to the corresponding base 
station BS2. The base station BS2 performs the authentication in response 
to this response signal. 
[0014] 

This authentication may be performed, for example, by previously 
registering a system identification in an arithmetic processing software of 
the used local maintenance terminal 5 (PC), transmitting the ID from each 
of the base stations BS2, making the PC to perform the arithmetic 
processing of its own system (which the arithmetic processing of a PC 
software will be different depending on the system) and sending the result 
to the corresponding base station BS2 after it has been written into the 
starting code response signal. The base station BS2 will confirm the result. 
If the result is correct, the base station sends a communication start 
reception signal, initializes the communication and starts a serial 
communication and a remote control. In such a manner, a remote control 
software for exclusive use in the system can be realized by registering the 
system identification in the PC. When the local remote control is accepted, 
the log for maintenance can be recorded. However, the authentication is 
not limited to the aforementioned method wherein the system 
identification is registered. For example, such a method as disclosed in 
Japanese Laid-Open Patent Application Hei 7-274258 may be equally 



used in the present invention, wherein particular numerical values are 
randomly calculated through the same calculating formula without the 
quotients being verified. In brief, it should be able to recognize the 
previously determined PC. 
[0015] 

Although the above-mentioned embodiment is described as to the 
local maintenance terminal in the centralized private mobile telephone 
system, it goes without saying that the present invention can be applied to 
all of the systems capable of using a PC or maintenance terminal located 
near a base station. 
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